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ABSTRACT

The research on spoofing of images is an important area in image processing. Now a days it is an
area known for many innovative improve. The spoofing attacks on face are the most common
issues that seen in processing areas. In this problematic scheme of anti-spoofed colour texture
approach is proposed by using the concatenation of histograms in various models. The difference
between colour real and spoofed faces delivers a balancing of views while analysing various colour
representations (RGB, HSV and YCbCr) that used for intrinsic differences among the two faces.
Wide-ranging research on latest and challenging spoofing databases showed exceptional results.
This also examines some feature descriptors or colour models to a robust and stable
representations while acquisition of facial images across varying conditions and spoofing
scenarios. The main objective here is to extract a specific oriented person specific training of
spoofed faces by Convolution Neural Network (CNN) classifier that provides a fast and effecting

face spoofing detection at best validation performance.

Key Term(s): NNC, HSV Colour space, MSE, Concatenation.
Abbreviation(s): Neural Network Classifier | CNN

LLINTRODUCTION

Now a days spoofing attack mainly occurs when someone tries to bypass in front of camera or face
biometric system which is a fake face. Many researchers inspected the importance of the threat in online
social networks-based disclosure against innovative version of several authentication networks. Six

business face confirmation frameworks (face unlock, face lock pro, lux and blink and fast access).

While on normal just 39% of the pictures distributed on interpersonal organizations can be effectively
utilized for spoofing, the generally modest number of usable pictures was sufficient to trick face

confirmation programming of 77% of the 74 clients. Similarly, in a live show during the international
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conference on biometric (ICB 2013), a female gatecrasher with a specific prevailing methods make tricking
face acknowledgment system. These two models among numerous others feature the helplessness of face

acknowledgement frameworks to spoofing assaults.

Assuming that there are inherent disparities between genuine faces and Fake material that can be
observed in individual images (or a sequence of images), many anti-spoofing techniques analysing static
(and dynamic) facial appearance properties have been proposed with more information by using LBP. The
key idea is that an image of a fake face passes through two different camera systems and a printing

system or a display device, thus it can be referred to in fact as a recaptured image.

Therefore, the observed fake face image is likely to have lower image quality compared to a genuine one
captured in the same conditions due to e.g. Lack of high frequency information. Furthermore, the
recaptured images may suffer from other quality issues, such as content-independent printing artifacts or
video noise signatures. In the literature, the facial appearance analysis-based methods are usually referred
to as texture or image quality analysis-based techniques because the properties can be considered as

variations in the facial texture information or image quality.

The recovering procedure portrayed above presents additionally characteristic shading data between a
veritable face and a recovered face picture. This is expected to the utilized spoofing area (printed photo,
show gadget or veil) subordinate extent and different defects in the shading multiplication, for example

printing imperfections or clamor marks.

Tw—— Visible Colors (LAB)

\\“\
. Moniter (RGB)

- Printer (CMYK)

Figure 1 : Shows Colour gamut of a monitor (RGB) and a printer (CMYK)

The camera utilized for catching the focused-on face test will likewise prompt defective shading
proliferation contrasted with the real biometric test. All in all, printing and show gadgets have constrained

shading range contrasted with the entire bed of noticeable hues (see, figure 1). In addition, pictures will in
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general appear to be unique when they are printed or shown utilizing various gadgets. So as to protect the
shading and appearance discernment across different gadgets, shading mapping calculations can be
applied on the source picture to delineate out of-array shading into the shading extent of a specific yield
gadget. Be that as it may, these sorts of mapping capacities can cause variety between the surface of the
first and the yield pictures.

In this we had created an innovative and novel method for recognizing the spoofed faces from the
database where the identification of spoofed image from the database is a very important task in all
biometric authentication systems. In this | had chosen a novel method for face spoofing detection that
initiates this research work by selecting various color spaces with its conversion and obtaining the LBP of
the image with sparse and tight histograms. This paves the way for obtaining the various individual

histograms of each color space component.

This makes to perform the concatenation of histograms makes the whole system very useful for further
studies. The further development of the research work has a vast scope to develop further. In this thesis |
would like to conclude that obtaining the local binary patterns of the face images along with histograms of
the individual components of various face data sets that helps to find out the spoofed images using CNN

classifier with more accuracy and information.

I.LITERATURE SURVEY

The Schemes has mainly been focused on the analysis of the luminance information of the face images,
hence discarding the chroma component which can be very useful for discriminating fake faces from
genuine ones. It introduces a novel and appealing approach for detecting face spoofing using colour
texture analysis. exploit the joint colour texture information from the luminance and the chrominance
channels by extracting complementary low-level feature descriptions from different colour spaces. More
specifically, the feature histograms are computed over each image band separately. Extensive
experiments on the three most challenging benchmark datasets, namely the CASIA Face Anti-Spoofing
Database, the Replay-Attack Database and MSU Mobile Face Spoof Database, showed excellent results

compared to the state of the art.

A) BIOMETRIC ANTI-SPOOFING METHODS: A SURVEY IN FACE RECOGNITION

In this evolution of biometric technology from the first pioneering works in face and voice recognition to the
current state of development wherein a wide spectrum of highly accurate systems may be found, ranging
from largely deployed modalities, such as fingerprint, face, or iris, to more marginal ones, such as
signature or hand. This path of technological evolution has naturally led to a critical issue that has only

started to be addressed recently: the resistance of this rapidly emerging technology to external attacks
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and, in particular, to spoofing. Spoofing, referred to by the term presentation attack in current standards, is

a purely biometric vulnerability that is not shared with other IT security solutions.

The entire biometric community, including researchers, developers, standardizing bodies, and vendors,
has thrown itself into the challenging task of proposing and developing efficient protection methods against
this threat. The goal of this paper is to provide a comprehensive overview on the work that has been
carried out over the last decade in the emerging field of antispoofing, with special attention to the mature
and largely deployed face modality. The work covers theories, methodologies, state-of-the-art techniques,
and evaluation databases and aims at providing an outlook into the future of this very active field of

research.

B) COMPLEMENTARY COUNTERMEASURES FOR DETECTING SCENIC FACE SPOOFING
ATTACKS

The author proposed face recognition community has finally started paying more attention to the long-
neglected problem of spoofing attacks. The number of counter measures is gradually increasing, and fairly
good results have been reported on the publicly available databases. There exists no superior anti
spoofing technique due to the varying nature of attack scenarios and acquisition conditions. Therefore, it is
important to find out complementary countermeasures and study how they should be combined to
construct an easily extensible anti-spoofing framework. In this paper, The addressed this issue by studying
fusion of motion and texture based countermeasures under several types of scenic face attacks. They
provide an intuitive way to explore the fusion potential of different visual cues and show that the

performance of the individual methods can be vastly improved by performing fusion at score level.

In this work the Half-Total Error Rate (HTER) of the best individual countermeasure was decreased from
11.2% to 5.1% on the Replay Attack Database. More importantly, they question the idea of using complex
classification schemes in individual countermeasures, since nearly same fusion performance is obtained by
replacing them with a simple linear one. In this manner, the computational efficiency and probably the

generalization ability of the resulting anti-spoofing framework are increased.

C) BINARIZED STATISTICAL IMAGE FEATURES

The author proposed a method for constructing local image descriptors which efficiently encode texture
information and are suitable for histogram-based representation of image regions. The method computes a
binary code for each pixel by linearly projecting local image patches onto a subspace, whose basis vectors

are learnt from natural images via independent component analysis, and by binarizing the coordinates.
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In this work the basis via thresholding. The length of the binary code string is determined by the number of
basis vectors. Image regions can be conveniently represented by histograms of pixels’ binary codes. This
method is inspired by other descriptors which produce binary codes, such as local binary pattern and local
phase quantization. However, instead of heuristic code constructions, the proposed approach is based on

statistics of natural images and this improves its modelling capacity.

lIl. ANALYSIS OF TEXTURE BASED COLOUR BASED FACE ANTI-SPOOFING BY SVM

The different types of attacks were most likely performed by showcasing the target faces via film displays,
print frames or kernels to an input sensor along with face spoofing databases. The use of gadgets shows
the crude attacks performs that prints or displays with strong artifacts that detects by analysing the texture
analysis quality of various captured gray scale face images. Where the assumption of fake faces are
having high quality are tough or nearly incredible, to identify using Luminance data of various webcams
images quality. The similarity between LBP descriptions extracts real faces demonstrates the tonal effect of
real faces and bogus faces that may be printed attacks or else any attack. Chi-square distance is used to
measure the similarity:
o (Ha i) — Hy(i))?
dyy (Hg, Hy) = 12_; TAGES AOIR (1)

Here Hx, Hy are two histograms of LBP with having N bins. This is very simple and the distance is
observed by effective measure of similarity among the two LBP Histograms [48].it is not significant that the
difference between both texture descriptors of real faces and film attacks of chi-square distance. It is worth
noting, though, that comparison measures with clean Chi-square distance does not necessarily designate
that no intrinsic differences in texture representation of gray-scale that might be subjugated for spoofing of
face while detecting. Providentially, the generation of various media and photo displays windows are
limited for comparing the real faces in testing data set. This suffers from the dependent colour of spoofing
of bogus faces for reproducing the colour. In calculation, CIE colour gamut which is combination of Hue
and Saturation that maps functions that are typically preserve the colour properties intemally and externally
about different gadgets were used. e.g. ink jet printers or film displays, which can modify the colour texture
of true image. Over-all, the CIE colour gamut maps step by step emphasis on protective the spatial local
luminance changes in real images at any cost of the chroma data because the human eye is more

sensitive to luminance than to chroma .

Consequently, humans cannot observe the obvious alterations when only the texture of the luminance
information between the original and the transformed images is analysed. The cam used for capturing the
targeted face sample will also lead to flawed production of colour compares to the genuine model.
Additionally, a recollected face image is possibly have local and overall differences of colour due to other

inadequacies in the reproduction process of the targeted face. It is also value mentioning that inequalities
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in facemask texture, that includes defects of printing, artefacts films, unwanted autographs of displayed
strategies and moir’e effects, should be additional apparent in the true colour images associated to gray-
scale imageries. The chroma channels texture colour information includes display medium dependent
colour signatures, gamut mapping artefacts, and additional intrinsic local variations in texture due to the
recapturing process (noise). Apparent disparities are seen in YCrCb colour model that shows the chroma
components as seen in Fig.3.1 between the real faces and bogus faces. The significance of various
corresponding descriptions shows the dissimilarities where the similarity among real and bogus faces
remains same. Meanwhile the chroma components separates from the luminance data, which are also
more tolerant to illumination changing that assumes acquiring reasonable conditions. For confirmation the
observations reveals the various databases attacks that specifically calculated along with genuine and
bogus faces in training and testing set. This have two models to calculate a Chi-square distance based

values for every model in the test set trails as:

(g i ) = i (s By — s (B Bp)s @)

where Hx is the LBP histogram of the test sample, and Hr and Hf are the reference histograms for real and
fake faces, respectively. This illustrates the score distributions of the genuine faces and spoofed faces in
the gray-scale models and the three channels of the YCbCr colour model. This confirms the theoretical
results in Chi-square figures of the actual and bogus face metaphors? In the gray-scale and Y channels
are overlaps while they are improved separated in the chroma components of the YCbCr model. In this
contemporary work, the aim is to examine the efficiency of dissimilar descriptor textures are closely
detecting different kinds of spoofs by achieving different face productions from luminance and chroma
images via different colour models. The general projected block diagram of detecting faces that are
spoofed approaches were portrayed in Figure 3.1. here the true face identified cropped and manipulated
by its size MXN smallest part in an image. The rounded description textures are taking out from every
channel colour and the feature result vectors were concatenated into an improved feature vector to achieve
an total representation of texture facial colour.

The final vector feature is fed to a digital classifier and output score value describes whether there is a
conscious person or a bogus one in front of a cam. The facial depictions removed from dissimilar colour
models using different texture descriptors can also be concatenated to benefit from their complementarity.
The projected technique can function whichever a single film frame or film arrangements, that practically

provides actual response are attained.
A) COLOUR MODELS

The most exploited unique model for detecting is RGB, representing and showing shading pictures. Be that

as it may, its application in picture investigation is very restricted because of the high connection between
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the three shading parts (RGB) and the flawed partition of the luminance and chrominance data. Then
again, the diverse shading channels can be progressively discriminative for distinguishing recovering
ancient rarities, for example giving higher differentiation to various viewable signs from common tones of
humans. This work consists of additional shading models, HSV & YCbCr, to investigate the shading
surface data not withstanding RGB. These shading models depends on the division of the luminance and
the chrominance segments. In the HSV shading model, tone and immersion measurements define the
chrominance of the picture while the worth measurement compares to the luminance. The YCbCr model
isolates the RGB segments into luminance (Y), chrominance blue (Cb) and chrominance red (Cr). It is
significant that the portrayal of chroma segments in HSV and YCbCr is extraordinary models, therefore
they can give integral facial shading surface depictions for spoofing discovery. More insights regarding

these shading models be found example.
B) DESCRIPTORS OF TEXTURE

In belief, descriptors of texture are designed truly for greyscale is applied both on coloured images by
joining both the features by extracting various channels. In contemporary work, the texture colour of the
face images is analysed by various descriptors: Local Binary Patterns (LBP), RI-LBP(Rotation -Invariant
Local Binary Pattern) Local Phase Quantization (LPQ), Binarized Statistical Image Features (BSIF) and
Scale-Invariant Descriptor (SID) that shows to be very capable features in previous trainings [8], [17] that
relates to texture based gray scale face anti-spoofing. Here the calculation of every pixel in the image is

obtained by thresholding by circular symmetric neighbourhood pixels along the value of every chief pixel.

!J
LBPprp(e.y) = Zﬁ(:',* re) X "1, (3)

n=1

where 8(x) = 1if x >= 0, or else 8(x) = 0. rc and rn (n = 1,...,P) denote the intensity values of the central
pixel (x,y) and its P neighbourhood smallest measurements situated at the circle of radius R (R > 0),
correspondingly. The incidences of the dissimilar digital designs collect into graphical representation to
characterize the texture image data. LBP pattern is defined as unchanging if its digital code contains at

greatest two evolutions from 0 to 1 or from 1 to 0.
C) BENCHMARK DATASETS AND EXPERIMENTAL FORMAT

To estimate the efficiency of projected anti spoofed detection technique, the consideration of modern anti-

spoofing face data bases such as Anti-Spoofing Face Database (ASFD) also cracked.
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Figure 3: Shows High quality cropped and normal description images

IV.COLOUR TEXTURE ANALYSIS OF FACE SPOOF DETECTION USING CNN CLASSIFIER
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Figure 4: Shows Proposed Methodology face spoofing

A) CONVOLUTIONAL NEURAL NETWORK (CNN) CLASSIFIER

A Convolutional neural network (CNN) is a neural network that has one or more convolutional layers and is

used mainly for image processing, classification, segmentation and also for other auto correlated data.

To address this problem, bionic convolutional neural networks are proposed to reduce the number of
parameters and adapt the network architecture specifically to vision tasks. Convolutional neural networks

are usually composed by a set of layers that can be grouped by their functionalities
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B) WORKING OF CNN ARCHITECTURE
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Figure 5: Shows Architecture of Convolutional Neural Network Classification

Convolution Layer

The process is a 2D convolution on the inputs, the “dot products” between weights and inputs are

“integrated” across “channels”. Filter weights are shared across receive fields. The filter has same

number of layers as inputs volume channels, and output volume has same “depth” as the number

of filters.

i)

i)

Pooling Layer

Convolutional layers provide activation maps.
Pooling layer applies non-liner down sampling on activation maps.
Pooling is aggressive (discard information); the tread is to use smaller filter size and abandon

pooling.

Calculations of Maximum Pooling and Average Pooling.

Accepts a volume of size W, X H; X D,
Requires two hyper parameters:

their spatial extent F,

the stride S,

Produces a volume of size W; X H; X D; where:

JISEA
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e W,=(W-F)/S+1

e H,=(H,-F)/S +1 (i.e, width and height are computed equally by symmetry)
e D,=D,

o Introduces zero parameters since it computes a fixed function of the input

o Note that it is not common to use zero-padding for pooling layers.

iv)  Fully Connected (FC) Layer

¢ Regular neural network

e Canview as the final learning phase, which maps extracted visual features to desired outputs.

o Usually adaptive to classification/encoding tasks.

¢ Common output is a vector, which is then passed though soft max to represent confidence of
classification.

o The outputs can also be used “bottleneck”.

e |n below example, FC generates a number which is then passed through a sigmoid to

represent grasp success probability.

- Fual

IHuity conn. - Relts

. |
. Ml
@y
=
&
.I!uﬂi( L

2

Figure 6: Shows Fully Connected layer Classification

v) Soft max layer

o A special kind of activation of layer, usually at the end of FC layer outputs
e Can be viewed as a fancy normalizer (a.k.a. Normalized exponential function)
e Produce a discrete probability distribution vector

o Veryconvenient when combined with cross-entropy loss

T
eXx Wj

Ply=ij|x)= ——————
! Eklex

IJISEA Page 10



ISSN: 2582 - 6379

Orange Publications

International Journal for Interdisciplinary Sciences and Engineering Applications
IJISEA - An International Peer- Reviewed Journal

2020, November ,Volume 1 Issue 3

www.ijisea.org

o  Given sample vector input x and weight vectors {w‘;}, the predicted probability of y = j

V. EXPERIMENTAL RESULTS AND ANALYSIS

This segment deals with the presentation and discussion of various outcomes that attained uses the
diverse texture colour descriptors on the diverse colour model paves an excellent result. The start of this
code is done by relating the presentations of texture colour features and their grayscale complements
using the different colour conversion techniques. Here the combination of complementary facial texiure
analysis based on colour to form concluding description face that uses in our anti-spoofing scheme and
relate its performance in contradiction of the state-of-the-art algorithms. To conclude, the evaluation of
simplification competences that projected method by directing database research on best validation

performance by training and testing plots which were conferred in future section.

A) TEXTURE ANALYSIS OF COLOUR PRODUCTIVITY

The performance of the diverse feature descriptors extracted from the dissimilar image depictions.
It is obviously seen that the application of texture data of colour significantly recovers the robustness of
descriptors compared to their gray-scale counterparts. The various colour models were used to make a
note of enhanced results in YCrCb and HSV colour models produces in better performance related to
colour model RGB. The LPQ descriptor gives us the best results by extracting features from the colour

models YCbCr to improve the performance with a comparative fraction with the gray-scale LPQ structures.
B) TEXTURE REPRESENTATION OF COLOUR FUSION MATCHING

The earlier tests on different datasets having different texture representations that includes colour
models along with feature descriptors gives better performance. To benefit the complementary of RI-LBP
and LBP gives the pixel to pixel calculation of LBP and sparse and tight histograms of face descriptors.
Hence the prosed method having the concatenation of histograms in various colour models gives us more

clarity in results. The improves the performance of individual descriptors on database.
C) CNN BASED FACE ANTI-SPOOFING

This paper is hostile to face spoof is measured as the classification of two-class issues. The two classes
are genuine face class and ridiculed class of face. While preparation stage predicts CNN model class for
preparing pictures, figures the unmitigated cross-entropy misfortune, and finally update the loads of system
utilizing inclination plummet strategy by back-engendering of slope for misfortune work. Here the use of

colour image blending technique that makes the classifier very excellent outcomes while spoofing. In every
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age, this load utilizing preparing pictures are exploited to create the class scores and classification
precision over approval pictures. After the completion of the work, the educated loads relating to most

elevated accuracy is utilized for testing the face database.

Original Luminance (Y) Image Converted to R
r "
S =P
=3 =
Original Chroma Blue (Ch) Image Converted to G

B =

% Qriginal Chroma Red (Cr) Image Converted to B
P -

2=

Figure 7:Shows Face Colour Model Conversions

Through the testing stage, the preparation of CNN model creates the different classes of information about
face picture that envisages the class comparing to the most noteworthy class scores. The tests are
directed with subsequent measures, (1) the loads are moved from the pre-prepared loads figured over
novel database, (2) the loads are instated arbitrarily, (3) just completely associated layer is prepared and
loads of different layers are freezed, (4) every layer were ready regardless of introduction. So as to assess
the presentation of various models for various hyper parameter settings, the preparation, approval and
testing exactness’s are noteworthy. The mixture of likewise processed regarding the base number of ages

likely to get the most noteworthy outcome in face spoof images.
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Figure 8:Shows Efficient histograms and pixel wise LBP image

The super computerized images is associated with Local binary patterns (LBP) Relating the local
presence, such as computing statistics over area of an image, the deep root technique plays an role and
the grey value co-occurrences of filter bank responses forming global description. LBP only considers the
signs of the transformations to calculate the final descriptor. The data related to the magnitude of the
differences is entirely disregarded. The extent provides a complimentary data that has been utilized to rise
in discriminative power of various operators. Especially in the neighbourhood with robust edges the scale
of the differences can provide important information. Here the magnitude of the difference to find the

dominant direction in a neighbourhood is used for the analysis purpose.
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Figure 9 : Shows Separate individual histograms of colour models (RGB & YCrCb)

The Histograms of the true original image along with each component in RGB and also YCrCb Colour

model which provides the information of all the components where the Luminance component of the face

image is obtained.
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Figure 10: Shows histogram concatenation of colour models (RGB & YCrCbh)

The concatenation of histograms both in Red, Green, Blue components of images along with YCrCb
Colour model gives better information. This provides the image information of the face image with spoofed
images.
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Figure 11: Shows Anti-spoofing of face using CNN models by testing, Training and validation framework

Finally, face authentication of the image is done with the help of the CNN classification technique and the

identification of the spoofed image along with the real images is done.
VI. PERFORMANCE EVALUATION AND OBSERVATIONS

To find the best practices of face anti spoofing using CNN classification is gives better results than
previous techniques by various parameters that discussed below. The comparison of different

performances such as validation, training state and regression plot of every image is obtained.

A) BEST PERFORMANCE VALIDATION
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The drastic performance variance parameters having various trained models of same databases are
verified. The evaluation among the accuracy of additional models obtained over the test set.
correspondingly the highest validation accuracy is performed by recovering when trained with a
subordinate learning rate. The testing of face images will be obtained along with the best possible epochs.
The NN training tool provides all performance of plots along with Mean Square error and the processing

time.

B) CNN IMPLEMENTATION FOR REGRESSION PREDICTION

1. Inthis classification the removal of fully connected Soft Max classifier layer is utilized
The fully connected layer is replaced by an individual node with activation function which is linear.
Here MSE(mean square error), MAE(minimum absolute error), MAPE(mean absolute percentage

error) are compared for training the model with continue value prediction loss functions.

Mean Sguared Ermor (mse)

4 5 3 T B9 0 \ ke 4
9 Epochs | 8 Epcchs

Figure 12: Shows Training Performance and Training State Plot

From the above figure the best performance validation of true figure is given by dotted line along with

green colour at epoch 3. The red line shows the test plot, where the blue line shows training plot.

The above plot shows the validation of gradient, mu layer and validation fail at epoch 9
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Figure 13: Shows Regression plot analysis along with validation stops

Here above plot shows all regression plots of training, validation, test and combined plots at specified

epoch.
C) TESTING, TRAINING, AND VALIDATION OUTCOMES

The testing, training, and validation outcomes give the best possible accuracy of different parameters
models is noticed while training, testing features. Here in this paper the time taken for spoofing of images is
drastically reduced with the use of CNN classifier this can see in the above plots that provides the
performance evaluation plot at various epochs. This also makes the testing accuracy setup at best means
that conferred earlier. This makes the CNN classifier is better in time, accuracy, and performance of spoof

images than SVM classifier.

VIL.CONCLUSION

In this work the problematic scheme of anti-spoofed colour texture approach is proposed by using
the concatenation of histograms in various models. The difference between color real and spoofed
faces delivers a balancing of views while analyzing various colour representations (RGB, HSV and
YCbCr) that used for intrinsic differences among the two faces. Here the accuracy of different face
images was calculated by diverse computations in texture analysis of colour depictions by removing
diverse local descriptors from the separate channels of image in diverse colour models.

Wide-ranging research on latest and challenging spoofing databases showed exceptional results.

Though, the noteworthy factors effects the cross database performance in intra-database tests that
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perceived they also significantly affect changing the the interpretation competences of texture

analysis based on colour face spoof detection which is the best possible objective for future scope.

Here this thesis also studies the normal faces with the help of bounding box theory and various
difference normalization methods in their testing and training of neural network. Performance
validation of each face image is verified with the help of MSE. This also examines some feature
descriptors or colour models to a robust and stable representations while acquisition of facial
images across varying conditions and spoofing scenarios. The main objective here is to extract an
specific oriented person specific training of spoofed faces by CNN classifier that provides an fast

and effecting face spoofing detection at best validation performance.
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